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Training Course Change Log 
 

GENERAL INFORMATION 

Training Course Details 

Training Course Name: Language: New  Version: Previous Version: 

Certified NIS 2 Directive Lead 
Implementer 

English V1.1 V1.0 

Summary of the Change:  
The training course has undergone a minor update.  

The changes generally include:  

 On Day 1, information on the ISA/IEC 62443 series was added, and the content was updated to reflect NIST Cybersecurity 
Framework version 2.0. Apart from that, the only changes involved minor technical and design refinements. 

 On Day 2 the content was fully updated to align with NIST Cybersecurity Framework version 2.0. Apart from that, the only 
changes involved minor technical and design refinements. 

 On Day 3, no content changes were made; only minor technical and design refinements were applied. 

 On Day 4 the content was updated to align with NIST Cybersecurity Framework version 2.0. Apart from that, the only changes 
involved minor technical and design refinements. 

 
An extended summary of the changes made throughout the slides of the training course is provided below. 
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Day 1 

Slide Number 

Slide Title Modifications Comments 
Current 
version 

Previous 
version 

No.  
5 – 16  
 

No.  
5 – 16  
 

Section 1  Updated section 
The section has been updated based on the recent 
changes in PECB processes and procedures.  

No.28 N/A ISA/IEC 62443 Series of Standards New slide 
The slide includes information on ISA/IEC 62443 
series. 

No.29 N/A 
ISA/IEC 62443 Series of Standards 
(Cont’d) 

New slide 
The slide includes information on ISA/IEC 62443 
series. 

No. 37 No.35 NIST Cybersecurity Framework  Updated slide 

Source does not exist anymore, changed from: 
Source: NIST. “Questions and Answers.” Last 
modified August 8, 2023. 
https://www.nist.gov/cyberframework/frequently-
asked-questions/framework-basics  
To: 
Source: NIST. “Cybersecurity Framework FAQs: 
Framework Basics." Accessed July 10, 2024. 
https://www.nist.gov/cyberframework/cybersecur
ity-framework-faqs-framework-basics#developed  
 
Also, the slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CS
WP.04162018.pdf to version 2.0 
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CS
WP.29.pdf 

     
 

 

https://www.nist.gov/cyberframework/frequently-asked-questions/framework-basics
https://www.nist.gov/cyberframework/frequently-asked-questions/framework-basics
https://www.nist.gov/cyberframework/cybersecurity-framework-faqs-framework-basics
https://www.nist.gov/cyberframework/cybersecurity-framework-faqs-framework-basics
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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Day 2 

Slide Number 

Slide Title Modifications Comments 
Current 
version 

Previous 
version 

No.9 No.8 NIST Recommendation Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No. 10 No. 9 NIST Recommendation Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No. 44 No. 43 
Roles and Responsibilities of Involved 
Parties 

Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No.46 No.45 The RASCI Model Updated slide The definition of ‘informed’ has been updated.  

No.49 N/A 
Executive Management Approval for the 
Cybersecurity Approach 

Deleted slide This slide has been deleted.  

No.57 No.55 NIS 2 Directive Requirements Updated slide The explanation of article 21 has been updated.  

No.58 No.56 Asset Management Updated slide 
The benefits of asset management have been 
added in notes page. 

No.61 N/A Benefits of Asset Management Deleted slide 
This slide has been deleted. Its content has been 
moved to slide 55. 

No. 73 No. 70 NIST Framework Implementation Tiers Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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No. 74 No. 71 

Tier 1: Partial Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No. 75 No. 72 Tier 2: Risk Informed 

Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No. 76 No. 73 Tier 3: Repeatable 

Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No. 77 No. 74 Tier 4: Adaptive 

Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No. 78 No. 75 NIST Recommendation 

Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

N/A No.76 

NIST Recommendation (Cont’d) New slide 

This slide has been added to align with the 2.0 

Version of NIST CSF (The NIST Cybersecurity 
Framework (CSF) 2.0).) 

No.79 No.77 Guidelines on Risk Management Updated slide ISO 31010 has been added to the slide.  

No.84 N/A Framework for Managing Information 
Security Risks 

Deleted slide 
This slide has been deleted. 

120 117 
Selection of Risk Treatment Options Updated slide 

This slide has been updated to align with ISO/IEC 
27005. 

 
 
 
 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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Day 3 

Slide Number 

Slide Title Modifications Comments 
Current 
version 

Previous 
version 

No.25 No.24 Public Key Infrastructure Updated slide 

Changed from: 
Keyfactor. “What is PKI and How Does it Work?.” 
Accessed March 3, 2021. 
https://www.keyfactor.com/resources/what-is-
pki/ 
 
To: 
Keyfactor. “What is PKI? A Public Key 
Infrastructure Definitive Guide.” Accessed March 
3, 2021. 
https://www.keyfactor.com/resources/what-is-
pki/ 

No. 50 No.49 
2.2.1 Select the Supply Chain Risk 
Management Approach 

Updated slide 

Source link not found any longer. Changed from: 
Source: Herrera, Michael. “Strengthening the 
Chain: Four Steps to a More Secure Corporate 
Supply Chain.” BCMMETRICS. Last modified 
August 25, 2022. https://bcmmetrics.com/supply-
chain-risk-management/ 
To: 
Source: Herrera, Michael. “Supply Chain Risk 
Management.” MHA Consulting. Last modified 
August 4, 2023. https://www.mha-
it.com/2022/08/25/supply-chain-risk-
management/     

     

 

https://www.keyfactor.com/resources/what-is-pki/
https://www.keyfactor.com/resources/what-is-pki/
https://www.keyfactor.com/resources/what-is-pki/
https://www.keyfactor.com/resources/what-is-pki/
https://bcmmetrics.com/supply-chain-risk-management/
https://bcmmetrics.com/supply-chain-risk-management/
https://bcmmetrics.com/supply-chain-risk-management/
https://www.mha-it.com/2022/08/25/supply-chain-risk-management/
https://www.mha-it.com/2022/08/25/supply-chain-risk-management/
https://www.mha-it.com/2022/08/25/supply-chain-risk-management/
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Day 4 

Slide Number 

Slide Title Modifications Comments 
Current 
version 

Previous 
version 

No.30 No.29 NIST Recommendations Updated slide 

The slide has been updated since NIST 
Cybersecurity framework has been updated form 
version 1.1 to 2.0 (The NIST Cybersecurity 
Framework (CSF) 2.0). 

No.40 N/A Training Programs and Their Objectives Deleted slide 
This slide has been deleted in the new version of 
the training course.  

No. 44 No.44 2.6.6 Establish an Awareness Program Updated slide 

Source not available any longer. 
Changed from: 
Source: Commissioner of Cybersecurity for the 
regulation of owners of Critical Information 
Infrastructure (CII). “Cybersecurity code of 
practice for critical information infrastructure.” 
December 2019. https://www.csa.gov.sg/-
/media/csa/documents/legislation_cop/cybersec
urity-code-of-practice-cii-dec-2019.pdf 
To: 
Source: Cybersecurity Agency of Singapore. 
“Cybersecurity Code of Practice for Critical 
Information Infrastructure.” 2nd ed. Revised 2022. 
https://www.csa.gov.sg/docs/default-
source/legislation/ccop---second-edition_revision-
one.pdf?sfvrsn=421a71ab_1 
 

No.99 N/A Nonconformity Deleted slide 
This slide has been deleted in the new version of 
the training course. Its content has been included 
in slide 97, ‘Document the Nonconformities.’ 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf
https://www.csa.gov.sg/docs/default-source/legislation/ccop---second-edition_revision-one.pdf?sfvrsn=421a71ab_1
https://www.csa.gov.sg/docs/default-source/legislation/ccop---second-edition_revision-one.pdf?sfvrsn=421a71ab_1
https://www.csa.gov.sg/docs/default-source/legislation/ccop---second-edition_revision-one.pdf?sfvrsn=421a71ab_1
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No.  
131 – 
155 
 

No. 128-
148 

Section 22 Closing of the training course Updated section 
The section has been updated based on the recent 
changes in PECB processes.  

     

 
 
 

Other Materials Task Description Comments Completed 

Index 
The index has been updated based on the new 
version of the training course. 

The file has been updated.   

Exercises Worksheets 
and Exercises Correction 
Key  

The exercises and their respective correction keys 
have been updated based on the new version of 
the course. 

Minor updates.  

Quizzes Worksheet and 
Quizzes Correction Key 

The quiz and quiz correction keys have been 
updated based on the new version of the training 
course. 

Minor updates.  

Exam 01 
The exam 01 has been updated based on the new 
version of the training course. 

The exam has been updated 
based on the newest version of 
the training course. 

 

Exam 02 
The exam 02 has been updated based on the new 
version of the training course. 

The exam has been updated 
based on the newest version of 
the training course. 

 

Candidate Handbook 
(CH) 

The candidate handbook has been updated based 
on the new version of the training course. 

N/A  

Course and/or Scheme 
Description 

The web descriptions have been updated based 
on the new version of the training course. 

N/A  

Other Supporting 
Materials (E.g. course 
sample, infokit, toolkit, 
etc.) 

Other supporting materials have been updated 
based on the new version of the training course. 

N/A  

 


